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Abstract—The Mobile Ad hoc Networks (MANETS) is a collection of
wireless devices or nodes that communicate by dispatching packets to
one another or on behalf of another device or node. It does not have
any central network authority or infrastructure which controls data
routing. The lack of centralized infrastructure and security measures
of their routing protocols in ad-hoc network are allowing a number
of attackers to intrude the network.

Wormhole attack is one of the most severe attacks with mobile ad-hoc
networks which is launched by creation of tunnels and it results in
complete disruption of routing paths on MANET. It attracts a huge
amount of network traffic which is done by giving a shortest route
through wormhole tunnel to destination in the network. Once the path
is established between the source and the destination through
wormhole link, they misbehave in many ways in the network like,
continuously dropping the packets, selective dropping the packets,
analyzing the traffic and performing Denial of Service attack. There
have been many researches in past to detect and prevent the
wormhole attack. However there are still some limitations to handle
wormhole attack properly. In this paper, a comprehensive review is
done on the very recent state of the research results on wormhole
attacks. It also presents some relevant mitigation measures.

1. INTRODUCTION

Mobile Ad Hoc Network (MANET) is created in a self-
organizing manner when the mobile devices come close
enough within radio communication range. In a MANET, each
node can act both as a host and as a router. It doesn’t require
any fixed central authority for routing messages from one
node to another. Thus it has a low maintenance cost [8]. Due
to the infrastructure less network, MANET is widely used in
remote areas, emergency response operations like a flood,
tornado, hurricane or earthquake and military or police
networks. But, the open nature of the wireless communication
channels, the fast deployment, the lack of infrastructure, and
the environment where they may be deployed making security
more challenging task during transmission [17].

There are various routing protocols for discovering routes
between source and destination. These routing protocols are
not very secure that makes network vulnerable to various
attacks. Wormhole attack is one major attack in ad hoc
network, which has very adverse effect in the network.
Routing protocols in MANET are categorized into two types.

1.1 Proactive or Table driven routing protocol

In proactive protocol each node maintains the network
topology information in routing tables periodically. When
topology changes then by exchanging routing information
maintains the consistency and up-to-date view of the network.
When the node requires a path to destination it can directly
access through the table. Some existing proactive protocols are
Destination Sequence Distance Vector (DSDV), Global State
Routing (GSR) and Clustered Gateway Switch Routing
(CGSR).

1.2 Reactive or On-demand routing protocol

Reactive Protocols do not maintain topology information and
known as a lazy approach to routing. Route discovery is
performing on demand of sender; they do not maintain any
routing information periodically. The route remains valid until
the route is no longer needed. Dynamic Source Routing
(DSR), Ad-hoc On-demand Distance Vector Routing (AODV)
are routing protocols of this category.

1.3 Hybrid routing protocol

Hybrid routing protocol combines best features of above two
protocol categories. Intra-domain use table driven approach
and inter-domain apply on-demand approach. Examples are
Zone Routing Protocol (ZRP), Wireless Ad hoc Routing
Protocol (WARP).

2. WORMHOLE ATTACK

Wormhole is an attack on the routing protocol of a Mobile Ad-
hoc Network (MANET). It is a kind of active attack and is
hard to defend against. Wormhole can be possible due to
single long range wireless or wired link between two colluding
node. In this attack, two colluding nodes that are far apart are
connected by a tunnel and give an illusion that they are
neighbors [2]. Malicious node captures route request
messages, topology control messages and data packets from
the network and send it to the other malicious node by tunnel
which replays them into the network from there. By using this
additional tunnel these malicious nodes provide false route
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information during route discovery and are able to advertise
that they have the shortest path through them. So this shortest
path can attract the maximum traffic through this tunnel for
fast delivery.

2.1 Types of Wormhole Attack
Hidden Attacks

In hidden attacks, attacker nodes do not update packets
headers. Other nodes do not realize the existence of them [12],
a packet P sent by node S is overheard by node W1, node W1
transmits that packet to node W2 (worm-hole 2) which in turn
replays the packet into the communication network. In this
way it seems D & S are neighbors although they are out of
radio range. In this kind of attack, a path from S to D via
wormhole attacker link will be:

S—-A1l—>Bl1—>D

Exposed Attacks

In exposed attacks, wormhole nodes do not change the content
of packets but they include their identities in the packet header
as a trustworthy node. Therefore, other nodes get alert of
wormhole node existence but they do not recognize the actual
wormhole nodes [12]. In case of exposed attacks, the path
from S to D via wormhole will be:

S—-A1l—->WIl—>W2—-Bl1—->D

2.2 Wormhole Attack modes

Wormbhole attacks can be achieved using several modes.

2.2.1. Wormhole with high power transmission. In this
mode, when an attacker node gets a route request message, it
broadcasts the message at a high power level towards the
destination. By this method, the malicious mode attracts the
packets to follow path passing from it.

2.2.2. Wormhole using encapsulation. A malicious node
which is at one part of the network receives the RREQ (route
request) packet from source. Then it encapsulate packet as
payload and tunnels that packet to a second malicious node via
legitimate path. The intermediate nodes can’t be able to
increment the hop count field of RREQ packet. When another
colluding node receive the RREQ, it removes the header
appended by first colluding node from the packet and send
further in the network towards destination. The result is that
the routes between source and the destination go through the
two malicious nodes that will be said to have formed a
wormhole or the tunnel between them. This prevents the other
nodes from discovering any other legitimate path that are more
than two hops away. Here Fig. 1 shows [19] that X
encapsulates the RREQ packet as payload and sends it to next
malicious node to Y. Y remove the header appended by X and

rebroadcast it to next neighbor node B. So B thinks that there
are only 2 nodes between A and B.

X P — P > 2
- , ----------- l"\U \;" "'Kw -------- .Cr:) s
Da RO § O
Ady ®v
\i - . :':.
c D E  ——~OB
() Good node ® Malicious node

Fig. 1: Wormhole attack in Encapsulation mode

2.2.3. Wormhole using out of band channel. In this mode, an
out-of-band high bandwidth channel is placed between two
end points to create a wormhole link. This mode of attack is
more difficult to launch than the previous one since it needs
specialized hardware capability.

Fig. 2 shows [19] that node A sends a RREQ to node B, and
nodes X and Y are malicious nodes having an out-of-band
channel between them. Node X tunnels the RREQ to Y, which
is a legitimate neighbor of B. Node Y broadcasts the packet to
its neighbors, including B. B gets two RREQs A-X-Y-B and
A-C-D-E-F-B. The first is both shorter and faster than the
second, and is thus chosen by B.

. ) o RO
C._ Ly Ly
T IS -5
Oa o O
c D E B

() — F /
— ()
) Good node @ Malicious node

4w Dut-of-band channel

Fig. 2. Wormbhole attack in out of band mode

2.2.4. Wormhole using Packet Relay. A malicious node
relays packets between two distant nodes to convince them
that they are neighbors. It can be launched by even one
malicious node. Using more than one malicious node serves to
expand the neighbor list of a victim node to several hops. In
Fig. 3 it is carried out by an intruder node X located within
transmission range of legitimate nodes A and B, where A and
B are not themselves within transmission range of each other.
Intruder node X tunnels control traffic between A and B,
without any modification presumed by the routing protocol
e.g. without stating its address as the source in the packets
header so that X is virtually invisible. Node X can afterwards
drop tunneled packets or break this link.
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2.2.5. Wormhole using Protocol deviation. During the
RREQ forwarding, the nodes typically back off for a random
amount of time before forwarding to reduce MAC layer
collisions. A malicious node can create a wormhole and
broadcasting without backing off. The purpose is to let the
request packet it forwards arrive first at the destination.
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(a) M fools A and B into be-
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Fig. 3: Wormhole attack in packet relay mode

3. RELATED WORK

Viren Mahajan et al. proposed various characteristics that can
be observed in a network in the presence of a wormhole attack
[1]. The paper explains the self-contained in-band Wormhole
phenomenon. The various characteristics that are observed are.
First is Path length distribution. It suggests the abrupt decrease
in the path lengths which can be used as a possible symptom
of the wormhole attack.

The other is Delay. Due to the wormhole, the hop delay of
tunnel nodes would increase. It leads to increase in the end-to-
end delay of the routes that do not get attracted by the
wormhole but pass through some of the tunnel nodes. In this
approach there is no concept of authentication of individual
node. Through this approach we can find the route on which
wormhole is present but can’t detect that particular node
compromised by attacker.

Another research paper presented a novel approach to secure
against wormhole attack in MANET using neighbor node
analysis [2]. The neighbor node analysis approach analyzes
the neighboring nodes so as to check the authenticity of the
nodes for secure transmission of data over the network.
According to this approach a node will request to its
neighboring nodes and perform a request and response
mechanism i.e. source node send the route request packet
encrypted with its public key to all of its neighbor and the
neighbor can decrypt the packet through their private key. The
legitimate node can only be able to decrypt that node and send
the route response message as acknowledgement to source
node. Source node keeps record of response time of route
response message. The node will maintain the tracking table
for the timeout. It suggests that if the route reply time is
smaller than the response time of actually message send, then
an attack is present in that route of the network. It was

observed that the intermediate nodes can be analyzed to detect
the presence of wormhole attack in MANET. This approach
can’t be able to detect the exposed wormhole attack.

Author found the spurious links by sending hello request and
hello response message to all its neighbors [3]. However, in a
wormbhole attack this HELLO message can be replayed from a
far. To detect the wormhole tunnel, the sender sends a Probing
packet to all of its suspect nodes. When neighbor node
receives the Probing packet, it sends back an ACKprob
message to the originator of the Probing packet after stopping
all transmissions of data packets. The reputation state of a
node that has been inferred in the exchange of HELLO
procedure can be justified on the basis of conclusions derived
from the suspicious link detection procedure.

Gunhee Lee et al. proposed [5] monitoring of both the
exposed (open) wormhole attack and hidden (close) wormhole
attack. This approach will be helpful to remove impractical
assumptions. The author mainly focus on the check whether a
node forwards the packet is a real neighborhood or not.
However, for the exposed wormbhole attacks, the node does not
detect a wormhole with direct neighbour information, since
one of wormhole node can be a real neighbour of it [5]. Each
node must have to maintain one hop and two hop neighbour
list. Each newly joined node to the network broadcast an
announcement being valid until next two hops. It is called as
two hop broadcast. TTL of newly joined node is 2 and the
packet consist the identity of the announcer and an encrypted
identity with its secret key. When a first hop neighbour
receives the announcement, it checks the TTL value. If it is 2,
then the receiver decreases it by 1, and it keeps the sender’s
identity and encrypted value. After that, it forwards the
announcement by broadcasting it and sends an
acknowledgement (ACK) including its identity, parameters for
Diffie-Hellman key exchange algorithm, and an encrypted
identity with its own secret key [5].

When a second hop neighbour receives the announcement, it
checks the TTL value first. If the value is 1, then it saves the
announcer’s identity and the encrypted one and sends an ACK
as the first hop neighbour does [5]. Each neighbour receiving
the response from the announcer generates a session key,
which is the same as the announcer’s one. With the key, it
obtains sender’s secret key and the nonce. By using the secret
key, it verifies whether both the identity of the sender and the
encrypted identity, which is kept in previous step, are the same
or not. If they are identical, then the node updates its
neighbour list with the announcer’s identity.

Each message in this approach should arrive at the destination
within a predefined time intervals. There are two intervals
such as ti,1 = 2(d/v) + & for one-hop neighbours and ti,2 =
2ti,1 for two-hop neighbours, where v is the velocity of the
light, d is the maximum transmission range, and o is the
processing time on the receiver. If a one-hop neighbour node
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and any other malicious node form a wormhole, the delay of
the message between them is longer than that between normal
neighbours. Thus, each node, which participates in the process
of building a list, will discard any message that arrives after
the interval. There are 2 testing i.e. one hop and two hop node.
Identity verification can successfully detect the exposed
wormhole attack.

Umesh kumar chaurasia and Varsha singh [6] proposed a
modified wormhole detection AODV protocol (MAODV)
which is based on the working strategy of AODV protocol. To
detect wormhole attacks in the Network MAODV suggests
collecting information regarding numbers of hop count and
delay per hop for different paths from source to destination.
The reason behind is that under legitimate situation the delay
for each packet is similar along each hop in the path and the
delay for each packet should be excessive for those nodes
which are involved in the wormhole attack. Therefore, if there
is a comparison of the delay per hop of every node in the
normal path and a path that is under wormhole attack. It finds
that delay per hop of a path that is under wormhole attack is
larger in comparison of normal path.

A potential wormhole is identified by examining the routing
table, any link with highest density of usage is suspected as
wormbhole [7]. Once suspected paths are identified locally by
sending request to the neighbors to confirm the existence of
the same path with high percentage of usage. When a node
receives processing request, it checks its own table and if the
same pattern exists, it replies as true to the requesting node. If
a confirmation reply is received, but still cannot be sure if it is
a wormhole or the physical location of nodes have caused
such routing structure, there are another confirmation step, and
in this step the nodes at the two ends of wormhole send some
encrypted messages to one another. Every legitimate node on
the path will be able to process those messages and adds their
signatures/stamps/flags to the encrypt packet pay load.

When a destination node receives the encrypted message [7],
it looks for signatures for all nodes along the path, if every
node has added its signature to the encrypted payload; it
considers the node as normal. If the signature of any node
along the path is missing, it is considered as a wormhole.
Isolate the colluder nodes so that no further communication
takes place with them and hence are black listed. Upon the
confirmation of wormhole, both end nodes broadcasts a
blacklisting message. This message contains list of colluder
nodes to be excluded from communication.

Normalized wormhole local intrusion detection algorithm [12]
has an intermediate neighbour node discovery mechanism,
packet drop calculator. Individual node can perform isolation
technique for conformed wormhole nodes. Except RREQ and
REEP there are 2 more types of packet used which are
FRREQ and FRREP. In this approach every node sends
FHellow packet to consecutive neighbour of its next node. In

reply every node gets a preclusion ratio (PR). If PR is greater
than 50% then the node is trustworthy otherwise it is
wormhole node. This method transmits more number of
packets per route so it can cause link congestion.

4. COMPARATIVE STUDY

We have reviewed various research studies related to
wormhole attack detection methods in section 3. Now a
comparative study of various techniques is presented in Table
1.

Table 1: Comparison of various research papers

Techniq Description QOS False Drawbacks
ues Parame | detectio
ter n
Neighbo | Preparing Respons | Respons | Cannot  able
ur node | neighbour list and|[etime |e time|to handle all
analysis[ |check the response vary due | variants of
2] time. to wormhole
traffic, |attack
node
interfere
nce and
line
congesti
on.
Two hop | Preparing none none The trail of
neighbou | neighbour list up to attack can be
r list 2 hops. Check the neutralized
[5] legitimate user properly  but
present in the route. does not
identify  the
entrance  of
the wormhole
NWLID | Algorithm has an|Preclusi |none This method
A intermediate on ratio transmits
[12] neighbour node more number
discovery of packets per
mechanism, packet route so it can
drop calculator; cause link
individual node can congestion.
perform  isolation
technique for
conformed
wormhole nodes.
Hybrid | This approach has |none none Genetic
approach |3 steps training, algorithm and
[13] detection and artificial
updating. There are immune
2 algorithms system is able
NicheMGA and to adapt itself
NEGA algorithm. when network
topology
changes.
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calculati failed to using a
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